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Computer Network 

A computer network is a digital telecommunications network for sharing 

resources between nodes, which are computing devices that use a common 
telecommunications technology. 

LAN (Local Area Network) 

Local Area Network is a group of computers connected to each other in a small 

area such as building, office. LAN is used for connecting two or more personal 
computers through a communication medium such as twisted pair, coaxial 
cable, etc. It is less costly as it is built with inexpensive hardware such as 

hubs, network adapters, and Ethernet cables. The data is transferred at an 
extremely faster rate in Local Area Network. Local Area Network provides 

higher security. 

WAN (Wide Area Network) 

A Wide Area Network is a network that extends over a large geographical area 
such as states or countries. A Wide Area Network is quite bigger network than 
the LAN.A Wide Area Network is not limited to a single location, but it spans 

over a large geographical area through a telephone line, fibre optic cable or 
satellite links. The internet is one of the biggest WAN in the world. A Wide 

Area Network is widely used in the field of Business, government, and 
education. 

IoT 

The Internet of things is a system of interrelated computing devices, 
mechanical and digital machines, objects, animals or people that are provided 

with unique identifiers and the ability to transfer data over a network without 
requiring human-to-human or human-to-computer interaction. 

Cloud 

Cloud computing is the on-demand availability of computer system resources, 

especially data storage and computing power, without direct active 
management by the user. The term is generally used to describe data centers 
available to many users over the Internet. 

Public Cloud 

The public cloud is defined as computing services offered by third-party 
providers over the public Internet, making them available to anyone who 
wants to use or purchase them. They may be free or sold on-demand, allowing 
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customers to pay only per usage for the CPU cycles, storage, or bandwidth 
they consume. Smaller business might choose a public cloud.  

Private Cloud 

The private cloud is defined as computing services offered either over the 

Internet or a private internal network and only to select users instead of the 
general public. A large company may choose a private cloud. 

Wireless Network 

A wireless local-area network (LAN) uses radio waves to connect devices such 

as laptops and mobile phones to the Internet and to your business network 
and its applications. When you connect to a Wi-Fi hotspot at a cafe, a hotel, 
an airport lounge, or another public place, you're connecting to that 

business's wireless network. 

Wired Network 

A wired network uses cables to connect devices, such as laptop or desktop 
computers, to the Internet or another network. 

Client/Server 

A computer network in which one centralized, powerful computer (called the 

server) is a hub to which many less powerful personal computers or 
workstations (called clients) are connected. The clients run programs and 
access data that are stored on the server. 

A server is a specialized computer that controls the network resources and 

provides services to other computers in the network. All the clients 
communicate with each other via centralized server.A client computer receives 

the requested services from a server. A server performs all the major 
operations like security and network management.  

NIC 

A network interface card (NIC) is a hardware component without which a 
computer cannot be connected over a network. It is also called network 

interface controller, network adapter or LAN adapter. A NIC is a computer 
expansion card for connecting to a network (e.g., home network or Internet) 

using an Ethernet cable with an RJ-45 connector. 

Switch 

A switch is a device in a computer network that connects other devices 
together. Multiple data cables are plugged into a switch to enable 
communication between different networked devices. Switches manage the 

flow of data across a network by transmitting a received network packet only 
to the one or more devices for which the packet is intended. 
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Each networked device connected to a switch can be identified by its network 
address, allowing the switch to direct the flow of traffic maximizing the 

security and efficiency of the network. 

A switch is more intelligent than an Ethernet hub, which simply retransmits 
packets out of every port of the hub except the port on which the packet was 
received, unable to distinguish different recipients, and achieving an overall 

lower network efficiency. 

Hub 

A hub, also called a network hub, is a common connection point for devices 
in a network. Hubs are devices commonly used to connect segments of a LAN. 

The hub contains multiple ports. When a packet arrives at one port, it is 
copied to the other ports so that all segments of the LAN can see all packets. 

Router 
A router is a networking device that forwards data packets between computer 

networks. Routers perform the traffic directing functions on the Internet. A 
router is connected to two or more data lines from different IP networks. 

 
When a data packet comes in on one of the lines, the router reads the network 
address information in the packet header to determine the ultimate 

destination. Then, using information in its routing table it directs the packet 
to the next network on its journey. 

Access Point 

An access point is a wireless network device that acts as a portal for devices 

to connect to a local area network. Access points are used for extending the 
wireless coverage of an existing network and for increasing the number of 
users that can connect to it. 

Amplitude Modulation 

Amplitude modulation is a modulation technique where the amplitude of a 

carrier varies depending on the information signal. AM radio broadcast 
signals use lower carrier frequencies, this helps them to travel long distances. 

The distance travelled by the AM is much larger than the FM. 

Frequency Modulation 

In this module, the frequency of the carrier wave is modified according to the 
signal that carries information. The radio signals have large bandwidth than 
AM radio signals, which helps to offer much better sound quality. Frequency 

modulation also enables to transmit stereo signals. 

 

 

https://byjus.com/physics/what-is-fm-frequency-modulation-and-its-applications/
https://byjus.com/physics/what-is-fm-frequency-modulation-and-its-applications/
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Amplitude Modulation (AM) Frequency Modulation (FM) 

The radio wave is called a carrier wave 
and the frequency and phase remain 
the same 

The radio wave is called a carrier 
wave, but the amplitude and phase 
remain the same 

Has poor sound quality, but can 
transmit longer distance 

Has higher bandwidth with better 
sound quality 

The frequency range of AM radio varies 

from 535 to 1705 kHz 

The frequency range of FM is 88 to 

108 MHz in the higher spectrum 

More susceptible to noise Less susceptible to noise 

 

Collision 

A collision is the situation that occurs when two or more demands are made 

simultaneously on equipment that can handle only one at any given instant. 

Error Checking in Network  

Network is responsible for transmission of data from one device to another 

device. The end to end transfer of data from a transmitting application to a 
receiving application involves many steps, each subject to error. With the 

error control process, we can be confident that the transmitted and received 
data are identical. Data can be corrupted during transmission. For reliable 
communication, error must be detected and corrected. Error control is the 

process of detecting and correcting both the bit level and packet level errors.  

Error Detection  

Error detection is the process of detecting the error during the transmission 
between the sender and the receiver.  

Types of error detection  

 Parity checking 

 Cyclic Redundancy Check (CRC) 
 Checksum 

Parity checking  

Parity adds a single bit that indicates whether the number of 1 bits in the 

preceding data is even or odd. If a single bit is changed in transmission, the 
message will change parity and the error can be detected at this point. 
Moreover, parity does not indicate which bit contained the error, even when 

it can detect it. 
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Cyclic Redundancy Check  

CRC is a very efficient redundancy checking technique. It is based on binary 
division of the data unit, the remainder of which (CRC) is added to the data 

unit and sent to the receiver. The Receiver divides data unit by the same 
divisor. If the remainder is zero then data unit is accepted and passed up the 
protocol stack, otherwise it is considered as having been corrupted in transit, 

and the packet is dropped.  

Checksum  

Check sum is the third method for error detection mechanism. Checksum is 
used in the upper layers, while Parity checking and CRC is used in the 

physical layer. 

 

MAC address 

A MAC address is the physical address of the device. It is 48 bits (6 bytes) 
long and is made up of two parts: the organizational unique identifier (OUI) 

and the vendor-assigned address. This physical address is used to identify a 
device in computer networks. 

 

 

The MAC address on a computer might look like this: 00-07-A1-2E-C8-13. 
The OUI is 00-07-A1, and the vendor-assigned number is 2E-C8-13. 

IPv4 and IPv6  

IPv4: 

IPv4 stands for Internet Protocol version 4. It is the underlying technology 

that makes it possible for us to connect our devices to the web. Whenever a 
device access the Internet, it is assigned a unique, numerical IP address such 
as 192.169.0.1. Without IP addresses, computers would not be able to 

communicate and send data to each other. The size of IPv4 is 32 bits (4 bytes). 
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IPv6 

IPv6 is the sixth revision to the Internet Protocol and the successor to IPv4. It 
functions similarly to IPv4 in that it provides the unique, numerical IP 

addresses necessary for Internet-enabled devices to communicate. The size of 
IPv4 is 48 bits (6 bytes). 

Routing Table: 

In computer networking a routing table is a data table stored in a router or a 
network host that lists the routes to particular network destinations. The 

routing table contains information about the topology of the network 
immediately around it. 

DNS 

 
The Domain Name System is a hierarchical and decentralized naming system 
for computers, services, or other resources connected to the Internet or a 

private network. It associates various information with domain names 
assigned to each of the participating entities. 

Every time you use a domain name, therefore, a DNS service must translate 
the name into the corresponding IP address. For example, the domain name 
www.example.com might translate to 198.105.232.4 
 
URL 

Uniform Resource Locator, a URL is the location of a specific website, page, 
or file on the Internet. For example, if you enter 
https://cbse.nic.in/qp/cs.pdf/ in your web browser, your web browser will 
show you the contents of cs.pdf file. But if you just enter https://cbse.nic.in/, 

you get taken to the CBSE homepage. 

HTTP vs HTTPS 

HTTP 

HTTP is Hypertext Transfer Protocol. HTTP offers set of rules and standards 
which govern how any information can be transmitted on the World Wide 

Web. HTTP provides standard rules for web browsers and servers to 
communicate.  

HTTPS 

HTTPS stands for Hyper Text Transfer Protocol Secure. It is highly advanced 

and secure version of HTTP. It uses the port no. 443 for Data Communication. 
It allows the secure transactions by encrypting the entire communication with 
SSL. 
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Remote Desktop  
 

Remote desktop is a program or an operating system feature that allows a 
user to connect to a computer in another location, see that computer's 
desktop and interact with it as if it were local e.g Anydesk , Ammyy etc 

 
Remote Login 
 

A login that allows a user terminal to connect to a host computer via a network 
or direct telecommunications link, and to interact with that host computer as 

if the user terminal were directly connected to that host computer. 
 
File Transfer Protocol 

 
The File Transfer Protocol (FTP) is a standard network protocol used for the 

transfer of computer files between a client and server on a computer network. 
FTP is built on a client-server model architecture using separate control and 
data connections between the client and the server. 

 
Secure Copy Protocol 
 

Secure copy protocol (SCP) is a means of securely transferring computer files 
between a local host and a remote host or between two remote hosts. It is 

based on the Secure Shell (SSH) protocol. "SCP" commonly refers to both the 
Secure Copy Protocol and the program itself. 
 

 
 

SSH 
 
Secure Shell (SSH) is a cryptographic network protocol for operating network 

services securely over an unsecured network. 
 
POP/IMAP 

 
An IMAP client synchronizes the e-mail on your computer with the contents 

of your account on the e-mail server, while a POP account simply downloads 
the inbox. ... Instead of moving messages from the server to your computer, 
IMAP synchronizes your computer with the e-mail server. 

 
 
SMTP 

 
The Simple Mail Transfer Protocol is a communication protocol for electronic 

mail transmission. It provides a mail exchange between users on the same 
or different computers, and it also supports:  

 It can send a single message to one or more recipients. 
 Sending message can include text, voice, video or graphics. 

 It can also send the messages on networks outside the internet. 
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VoIP 

 
VoIP is short for Voice over Internet Protocol. Voice over Internet Protocol is a 
category of hardware and software that enables people to use the Internet as 

the transmission medium for telephone calls by sending voice data in packets 
using IP rather than by traditional circuit transmissions of the PSTN. 
 

NFC 
 

(NFC) Near-field communication is a set of communication protocols that 
enable two electronic devices to establish communication by bringing them 
within 4 cm of each other. it enables short-range communication between 

compatible devices. 
 

TCP Congestion Control 
 
TCP Congestion Control is meant for handling Congestion in Network. TCP 

Congestion Control Policy consists of three phases- Slow start phase, 
Congestion Avoidance Phase, Congestion Detection Phase. Congestion refers 
to a network state where the message traffic becomes so heavy that it slows 

down network response time. 
 

Retransmission 
 
Whenever one party sends something to the other party, it retains a copy of 

the data it sent until the recipient has acknowledged that it received it. In a 
variety of circumstances, the sender automatically retransmits the data using 

the retained copy. 
 
 
Basic Network Tools  

 
ipconfig 

Ipconfig is a Console Command which can be issued to the Command Line 

Interpreter (or command prompt) to display the network settings currently 

assigned to any or all network adapters in the machine.  

netstat 

Displays active TCP connections, ports on which the computer is listening. 

netstat displays active TCP connections. 

tracert 

The tracert command is used to visually see a network packet being sent and 

received and the amount of hops required for that packet to get to its 

destination. 

ping 

Helps in determining TCP/IP Networks IP address as well as determine issues 

with the network and assists in resolving them. 
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telnet 

Telnet is software that allows users to remotely access another computer such 

as a server, network device, or other computer. With telnet users can connect 

to a device or computer, manage a network device, setup a device, transfer 

files, etc. 

ftp 

FTP is short for File Transfer Protocol, this page contains additional 

information about the FTP command and help using that command in Unix 

and Windows. 

route 

This command is used to manually configure the routes in the routing table. 

nslookup 

Displays information that you can use to diagnose Domain Name System 

(DNS) infrastructure. Before using this tool, you should be familiar with how 

DNS works.  

Secure copy protocol (SCP) is a means of securely transferring computer 

files between a local host and a remote host or between two remote hosts. 

Secure Shell (SSH) is a cryptographic network protocol for operating network 

services securely over an unsecured network. 

Near-field communication (NFC) is a set of communication protocols that 

enable two electronic devices, one of which is usually a portable device such 

as a smartphone, to establish communication by bringing them within 4 cm 

Difference between IMAP and POP 

IMAP and POP are two different protocols. There are many differences between 

these two. The main difference is that IMAP (Internet Messaged Access 

Protocol) always syncs with mail server so that any changes you make in your 

mail client (Microsoft Outlook, Thunderbird) will instantly appear on your 

webmail inbox. 

On the other hand, in POP (Post Office Protocol), your mail client account and 

mail server are not synced. It means whatever changes you make to your 

email account in the mail client will not be transferred to the webmail inbox. 

Difference Between HTTP and HTTPS 

The primary difference between HTTP and HTTPS protocol is that HTTP is not 

secure whereas HTTPS is a secure protocol which uses TLS/SSL certificate 

to ensure the authentication. These are the alpha privative for URL on the 

web and used to retrieve the web pages from the web server. 

More precisely, HTTP and HTTPS are used to transfer hypertext documents 

on the world wide web (www). 
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Protocol 

In telecommunication, a communication protocol is a system of rules that 
allow two or more entities of a communications system to transmit 

information via any kind of variation of a physical quantity. 

2G 

2G is short for second-generation cellular network. 2G cellular networks were 
commercially launched on the GSM standard in Finland in 1991. Three 
primary benefits of 2G networks over their predecessors were that: phone 

conversations were digitally encrypted. 

3G 

3G is the third generation of wireless mobile telecommunications technology. 
It is the upgrade for 2.5G and 2.5G GPRS networks, for faster data transfer 

speed. 

4G 

4G is the fourth generation of broadband cellular network technology, 
succeeding 3G. A 4G system must provide capabilities defined by ITU in IMT 

Advanced. 

Wi-Fi 

Wi-Fi is a wireless networking technology that allows devices such as 
computers (laptops and desktops), mobile devices (smart phones and 
wearables), and other equipment (printers and video cameras) to interface 

with the Internet. It allows these devices--and many more--to exchange 
information with one another, creating a network. 

Internet connectivity occurs through a wireless router. When you access Wi-

Fi, you are connecting to a wireless router that allows your Wi-Fi-compatible 
devices to interface with the Internet. 


